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Abstract: In the last few years, wireless networking has seen considerable 
interest among service providers, users, vendors and content developers. 
Significant advances have been made in devices, applications, middleware and 
networking infrastructure. With wireless becoming such a mainstream 
technology, there is a growing interest in increasing its usage in the enterprise 
environment. Before wireless solutions can be deployed widely, the 
requirements of the enterprise environment and capabilities and limitations of 
wireless technologies must be addressed. In this study, we analyse and discuss 
the enterprise requirements and how such requirements can be met by the 
current and emerging wireless infrastructure. In particular, the major 
requirements are dependability, security, coverage, ease-of-use, devices, 
network interoperability and cost. Some of these requirements are addressed in 
the paper, and we also present a dependable, secure and scalable solution for 
the emerging wireless enterprise. Since this is an emerging area, we present 
several possible approaches to conduct research in wireless enterprise. 
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1 Introduction 

In the last several years, wireless networking has seen considerable interest among 
service providers, users, vendors and content developers. Significant advances have been 
made in devices, applications, middleware and networking infrastructure. Recently, the 
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number of hand-held mobile devices reached one billion worldwide, thus exceeding the 
total of all telephones, computers and set-top boxes. With such wide-scale adoption of 
wireless devices, there are still several issues and limitations in wireless networks.  
These include the amount of bandwidth available, noise and interference, frequency 
allocation, security, routing (how to maintain communication with mobility) and location 
management (keeping track of the location). These issues are briefly listed in Figure 1 
and have been discussed in detail in [1]. Location management issues in wireless 
networks and in m-commerce are presented in significant detail in [2,3]. These issues are 
likely to affect the design, development, deployment and adoption of wireless solutions. 

Figure 1 Issues in mobile and wireless systems 

 

With wireless becoming a mainstream technology, there is a growing interest in 
increasing its usage in the enterprise. Support for mobility at user, device and 
applications levels is a major attraction for many enterprises. It has been known that 
freeing up users from location restrictions could also lead to a significant productivity 
gain. In today’s marketplace, where more and more organisations are decentralised and 
workers are increasingly more mobile, the ability of an organisation to equip its 
workforce with access to vital information, anytime and anyplace, is becoming a strategic 
asset. The concept of ‘anytime’, ‘anywhere’ access to crucial business information is 
attracting attention among businesses and their increasingly mobile workforce. Therefore, 
an organisation that is capable of harnessing the power of mobile technologies to 
automate its business and streamline business processes via mobile applications may reap 
the benefits of improved productivity, lowered operational cost and increased customer 
satisfaction. Wireless applications enhance mobile workers’ productivity through 
improved decision making capabilities, less paperwork and reduced cycle times for 
transactions and billing. The current drivers of mobile applications include sales 
executives, field technicians, maintenance workers, delivery staff and workers in the 
areas of healthcare, retail and manufacturing. The competitive advantages that are 
possible with wireless mobile technology will also require organisations to establish 
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wireless strategies. One major issue with wireless enterprise is that there has been very 
limited research in this area [1,4,5]. 

Although there are several possible configurations for wireless enterprise, we assume 
the configuration as shown in Figure 2. It can be observed that different issues are 
important in the two environments. But when these two environments intersect, the most 
important issue in the resulting environment appears to be wireless access. It should also 
be noted that due to specific requirements of the enterprise environment, not all the 
wireless technologies could be deployed. In any case, we believe that a secure, 
dependable and scalable wireless access is the most crucial requirement presented by the 
wireless enterprise. 

Figure 2 Wireless enterprise environment 

 

In this study, we discuss the requirements of businesses and how such requirements can 
be met by the current and emerging wireless infrastructure. Many important requirements 
are dependability, security, coverage, ease-of-use, devices, network interoperability and 
cost. We address these issues in the next section and later present a dependable and 
secure wireless solution. We also present several approaches for conducting research in 
wireless enterprise. 

2 Issues related to wireless in the enterprise 

Although certain industries, including shipping, computing and transportation, have been 
on the forefront of using wireless technologies for business processing, the same is not 
true about most other industries. To allow widespread deployment of wireless solutions, 
research is necessary in identifying the enterprise requirements and how such 
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requirements may be supported by one or more wireless technologies. We have identified 
several requirements, such as wireless access and coverage, security, ease-of-use, 
devices, dependability, network interoperability and cost. The coverage issues are 
important as many businesses have been accessing wireline networks with substantial and 
dependable coverage. Security is a major issue as businesses are unlikely to put  
mission-critical data on networks that are not secure or are ‘perceived’ to be insecure.  
It should be noted that security issues are quite complex in wireless networks, and due to 
a variety of reasons, strong security has not been implemented yet in all wireless 
infrastructure. Depending on the type of data and the cost of possible lost, modified and 
stolen data, a security strategy must be devised and implemented. Another important 
issue is the lack of interoperability among wireless networks. For each type of wireless 
network, there are multiple standards, and even if a single standard could be used, 
interoperability is not guaranteed as the products and services from different vendors may 
not work well together. From a user point of view, fewer and better standards allowing 
access to multiple wireless networks would be much more helpful. Another important 
issue is the overall cost of wireless migration. This should include cost of equipment, 
services, training and other cost related to the transition to or deployment of wireless 
infrastructure. The important issues related to the introduction of wireless technologies in 
the enterprise can be divided into multiple sub-categories of applications, wireless 
infrastructure, business requirements and strategies. 

2.1 Applications 

These issues include determining business applications needing mobility support and also 
the effect of user and data mobility on business applications. Also, some work is 
necessary in determining the role and suitability of mobile applications in the enterprise 
environment. With increasing infrastructure for location-based services, the enterprise 
should be able to utilise location information for business and consumer applications.  
The architecture for mobile applications should be robust and flexible in providing  
user-friendly mobile solutions that are secure, reliable, scalable and manageable across a 
wide range of standards and devices. 

2.2 Wireless infrastructure 

The issues here are the specific infrastructure requirements and the role of local wireless 
networks such as wireless LANs, ‘3G and beyond’ wireless networks and location-aware 
infrastructure. One factor that has been an obstacle in widespread deployment of wireless 
technologies is the existence of multiple ‘un-interoperable’ standards and products.  
For example, there are multiple cellular and PCS standards in the USA alone. In local 
area networks, there are two standards and several variations that differ in coverage, 
access and throughput. Therefore organisations will need to implement solutions that 
work seamlessly across multiple access protocols, devices, bandwidth capabilities, 
network dependability and quality of service attributes. Also, the problems in wireless 
networks such as network coverage, non-uniform coverage/spotty coverage, data 
transmission speeds, security concerns, cost factors and limited authentication 
capabilities must also be addressed. It should be noted that substantial differences exist 
among wireless networks. As shown in Figure 3, two most desirable attributes, access 
quality and mobility support, are highly variable across different wireless networks. 
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Figure 3 Level of mobility and access quality in wireless networks 

 

2.3 Security 

We believe that security remains one of the biggest challenges in wireless enterprise. 
Many incidents (such as 250,000 devices left in airports, most of which carried sensitive 
corporate data without even password protection), perceived and real wireless 
infrastructure attacks and the lack of strong security in wireless technologies could 
adversely affect the wireless enterprise. The wireless infrastructure must provide 
centralised control over critical security function that includes user authentication, data 
encryption, anti-virus administration, software version control, data synching, automatic 
backups and emergency data lock-downs. 

Security levels vary significantly among wireless networks. As shown in Figure 4, 
some wireless networks with an increased support for security have lower bandwidth.  
We believe that the emerging broadband wireless networks will excel in both in 
increasing bandwidth and higher security. 

Figure 4 Security and bandwidth in wireless networks 
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2.4 Devices 

As there are over one billion hand-held devices in the world now, a significant diversity 
does exist as far as capabilities, functionalities and wireless access are concerned. Some 
devices have been more communications-centric (cell phone, etc.), while others are 
computing-centric (PDA etc.). It can be observed that more and more of these differences 
are disappearing with the emergence of smart phones and multi-mode devices; however, 
the wireless market still contains a variety of mobile devices. The diversity of devices 
increases the level of difficulty in deploying applications that allow communications 
among multiple devices. Such obstacles could be overcome by employing user profiles 
that perform intelligent routing that determine the device configuration and communicate 
accordingly. Characteristics such as viewing area, browser capabilities, input methods, 
storage capabilities, text and graphic support and processor speed must also be addressed. 
We believe that the ‘overall’ usability of mobile devices should also be addressed in 
terms of form factor, intuitive user interfaces, location functions and ability to access 
multiple wireless networks. 

2.5 Wireless strategy 

One of the crucial functions is to support the distribution of business critical information 
over wireless infrastructure. The three major obstacles as perceived by many businesses 
are coverage, reliability and security issues. Each one of these must be a part of the 
overall wireless strategy. The businesses must develop and implement an overall wireless 
business plan that not only identifies where the greatest return on investment will come 
from but also what will be the impact of integrating a wireless solution into their current 
business processes. Important questions that must be answered prior to implementing a 
wireless plan include the following: 

• what is the current state of wireless technologies, devices and standards? 

• how should the wireless strategy be aligned to meet the corporate goals? 

• what are the benefits and obstacles in implementing a wireless strategy? 

• how will the wireless devices be integrated with the existing systems (i.e. 
interoperability, connectivity, analysis of platform requirements and standards)? 

• how will privacy and security of data and information be achieved and enforced? 

Before the organisations decide to do the implementation of wireless technology, they 
need to address a set of questions to narrow down their focus to a particular set of 
technology and devices to best address their problems. These questions include but are 
not limited to 

• Why does an organisation need a wireless application? 

• How will the wireless system development be done? 

• How will the requirements for the system be collected? What role do the 
users/mobile clients of the system play in the system development? 

• Does the organisation have the necessary resources to implement the system? 
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• How will the deployment of a wireless system result in efficient and effective 
operations performed by its mobile clients? 

• How will deployment of wireless infrastructure translate into cost-savings (ROI) for 
the organisation? 

• What level of security will the applications running on these wireless systems need? 
How will the system’s integrity be compromised if there is a security breach or if 
these mobile devices are stolen/lost? 

• In what environment (indoor/outdoor) will the mobile clients be working and when 
will these systems be used? 

• Are the users already familiar with wireless technology? If not, then firms need to 
train their users with not only how to use but also why they should be using these 
systems. It has been shown that when users have no incentive to use a system, many 
great technological implementations of the systems can fail. 

• Will data sent be stored/updated in some database in real-time that is further used by 
other parties for inventorying, accounting and billing purposes, such as in health 
insurance industries, or is it just used for messaging/dispatching purposes? 

• How frequently will users need to transmit or access the information? Do the mobile 
clients need to have ‘always on’ internet access? Will the users benefit from having 
‘always on’ internet access? 

• Lastly, how frequently will the users need to charge-up their devices? Although it 
may seem a minor point, it significantly affects the usage of such devices. 

3 A secure and dependable wireless solution 

Although many industries and companies have invested money and efforts towards 
supporting wireless deployment in their site, there have been many obstacles. These are 
lack of security, lack of wireless infrastructure dependability and unpredictable levels of 
coverage and access. The coverage issues are important as businesses have been using 
wireline networks with substantial coverage and dependability. Security is always an 
issue as businesses are unlikely to put mission-critical data on networks that are not 
secure or are ‘perceived’ to be insecure. 

3.1 Security issues 

There are many security issues in the enterprise environment, including confidentiality, 
authentication, integrity, authorisation, non-repudiation and accessibility. Other issues 
would include convenience, speed, ease-of-use and standardisation. In addition to 
security and privacy risks, new vulnerabilities arise due to the use of wireless devices. 
The use of wireless infrastructure may involve multiple wireless networks with different 
levels of security. These could lead to possible change/deletion of information and denial 
of service. In such an environment, tracing of hackers is a very difficult job as devices 
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move in and out of multiple wireless networks, and many US wireless networks do not 
authenticate a particular user to a particular device [6]. In addition to these, many more 
security issues arise due to poor implementation, feature interactions, unplanned growth 
and new flaws that are created due to prior attacks (Figure 5). 

Figure 5 Security issues in the wireless enterprise environment 

 

Several US-based financial companies and associated vendors in the financial services 
technology corporation (FSTC) are working on implementing the end-to-end transaction 
support for financial applications involving mobile devices, wireless networks and 
financial institutions [7]. One of the major hurdles is end-to-end encryption, which is not 
widely available but could become possible with widespread deployment and use of 
wireless application protocol (WAP) 2.0. There is some support for security in mobile 
middleware. For example, WAP provides security using a wireless transport security 
layer (WTLS), but it does not result in end-to-end security (only between device and 
WAP gateway). The translation between secure socket layer (SSL) and WTSL occurs at 
the WAP gateway, which is vulnerable to denial of service (DoS) attacks as malicious 
WML script may run on a device, making other existing security techniques (signing, 
authentication and encryption) less effective, as shown in [6]. WAP 1.0 requires a 
proxy/WAP gateway; however, WAP 2.0, released recently, does not. It uses WML2, 
based on XHTML, and thus does not require a proxy or gateway. However, for push 
operation, improved services and optimised communications, WAP proxy is still 
necessary. It also supports a variety of user interfaces and standard internet protocols 
such as TCP/IP and HTTP. It is possible to add some security feature for financial 
services as GSM supports both user (PIN) and device authentication (SSL). Finnish 
wireless provider Sonera is offering PKI on a SIM card. Another possibility is wireless 
PKI, a system to manage keys and certificates, and requires the user to enter two PINs 
(authentication and digital signature). The WPKI is used in WTLS to support two-way 
authentication (anonymous, class 1; server, class 2; user, class 3). 
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3.2 Achieving security by enhancing dependability of wireless infrastructure 

Before deploying wireless in the enterprise environment on a large scale, one important 
issue is the (lack of) dependability of wireless infrastructure. We believe that secure and 
dependable wireless solutions must be designed and implemented before mission-critical 
data can be put on wireless infrastructure. The dependability problems arise due to 
component failures or is caused by attacks. Both these require very careful attention as 
far as the enterprise environment is concerned. We also believe that techniques used for 
wireless dependability could also lead to increased security. As shown in Figure 6, 
increased dependability is achieved by fault-tolerance or ‘added’ redundancy in the 
wireless infrastructure. This fault-tolerance allows business transactions to be executed 
even when there are one or more failures in the infrastructure. This redundancy would 
also allow overcoming or at least alleviating DoS attacks. If an attack occurs at device, 
access, network or server levels, the redundancy would allow switching to another 
network, server or device interface as shown in Figure 6. The proposed solution is also 
scalable in terms of number of users and transactions and the network size. 

Figure 6 A dependable, secure and scalable solution for wireless enterprise 

 

4 Possible approaches for research in wireless enterprise 

Traditional wireless research has been conducted by building simulation and analytical 
models, designing and implementing limited-coverage wireless networks and by 
accessing and analysing large public and private wireless networks. Many of these 
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approaches may not be used to address wireless in the enterprise environment. Therefore, 
it is both important and interesting to group together several approaches to conduct 
research in wireless in the enterprise environment. We present several such approaches 
here, and we believe that this in not an exhaustive list. 

4.1 Framework 

One possible approach to conduct research is to divide different functions to each of the 
several entities involved. Such an approach is inspired by a proposed framework for  
m-commerce [8]. Since it involves multiple functional layers, it simplifies the design and 
development of m-commerce applications and infrastructure, and so different parties 
(vendors, providers, designers, etc.) can focus on individual layers (Figure 7). 

Figure 7 A framework for m-commerce [8] 

 

Using the framework, a single entity is not forced to do everything to build mobile 
commerce systems; rather, it can build on the functionalities provided by others. 
Although the framework was proposed for m-commerce, we believe that this can be 
extended easily to cover issues in wireless in the enterprise. The mobile commerce life 
cycle [8] can also be used to describe and manage interactions among multiple players 
including vendors, wireless service providers, third party wireless providers, security 
providers, customers, businesses and regulators. 

4.2 Competitive forces model 

Another approach to conduct research in wireless enterprise environment is to use a 
competitive forces model [9] as shown in Figure 8. This is a widely studied model and 
can be used in how market competition could affect the wireless strategy of a business. 
Another way to conduct research in this area is by using competitive advantage  
factors [10]. It includes five major factors to measure the effectiveness of IT  
application in providing competitive advantage to a company. These five factors are 
synergy (technology’s integration with business goals, strategies and environment), 
preemptiveness (early and successful preemption of the market), threat (bargaining power 
of the customers and the suppliers), functionality (differentiation in products and services 
of a company) and efficiency (use of technology to reduce cost in functional areas). 
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Figure 8 Porter’s competitive forces model 

 

4.3 Research using requirement gathering and analysis 

Requirement gathering for wireless applications can be done in two steps, depending 
upon whether organisations have already defined their needs for wireless and know what 
applications need to be developed. If the organisations are not sure exactly what kind of 
applications they need to implement to improve the efficiency of their workforce, the first 
step is to conduct a survey of its workforce. One possible approach is the use of 
ethnography, which offers the opportunity to reveal ‘needs’ or the ‘practices’ of the users 
that they may not be aware of – because they take them so much for granted that they do 
not think about them – or that they cannot articulate. Consequently, ethnography is 
valuable in identifying the exceptions, contradictions and contingencies of work activities 
that are real conditions of work’s conduct but which will not be so obvious in the official 
or formal representations of that work. Although ethnography requires that researchers 
immerse themselves in the natural environments of people by ‘going native’ to discover 
the difference between what people say they do and what they really do in their daily 
lives, quick-and-dirty ethnographies that are suitable for system designing can be 
conducted [11]. The key benefit that ethnography has to offer to design is the rich 
detailed descriptions of the complex features of the work site. Two trends that strongly 
motivate the use of ethnography to incorporate social perspective are: 

• There has been growing consensus among the studies done on implementation of IS 
that many systems fail due to the inadequacy of requirements elicitation and work 
analysis as well as insufficient attention to the social context of work. 

• Emergence of advanced information technologies such as wireless communications 
technology pose new problems for design that require the development of new 
methods that analyse the collaborative, social character of the work and its activities. 

One needs to ask questions like “what kind of goals are being promoted by the 
implementation of wireless systems?” or “what kind of values are being supported?”.  
We can attain a better understanding of how to implement technologies and to develop 
improved designs that promote productive adaptations by analysing ‘information’ created 
by the interactions of the users with these new devices and the social context that shapes 
their behaviours. 
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4.4 Conceptual modelling research 

It should be noted that many of the traditional approaches are not applicable to such 
research. Also, the number of different wireless technologies and their attributes 
combined with multiple requirements of enterprise makes any such study fairly complex. 
A conceptual modelling approach may involve mapping all possible requirements into a 
set of attributes. As many of these requirements may lead to conflicting attributes, a form 
of conflict resolution may also be necessary. Once such conflicts are removed, these 
attributes are then matched to one or more wireless technologies. Additional factors may 
also be taken into account, such as interoperability constraints with the existing 
networking infrastructure. The possible outcome may be a wireless framework that can 
be used in mapping various enterprise requirements into a set of attributes that would 
allow selection of suitable wireless technologies for a certain enterprise. 

5 Conclusions 

With wireless becoming a mainstream technology, there has been a growing interest in 
increasing its usage in the enterprise. It should be noted that not wireless technologies can 
be used in the enterprise environment due to inherent limitations in terms of security, 
coverage, dependability and access. So, before ‘all wireless’ solutions may be used, 
research is necessary in identifying the enterprise requirements and how such 
requirements may be supported by one or more wireless technologies. In this study, we 
discussed the requirements of businesses and how such requirements can be met by the 
current and emerging wireless infrastructure. We presented an integrated solution to the 
dependability, security and coverage issues, which are critical to the success of wireless 
introduction in the enterprise. We also presented several possible approaches that could 
be used to conduct research in this area. 
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