Web Tomcat SSL

Lab 10 Tomcat SSL

HTTP
HTTP
SSL Secure Socket Layer
SSL Tomcat SSL
1.1 SSL
Secure socket layer(SSL) Netscape
SSL WEB
SSL IETF(www.ietf.org) SSL
TLS Transport Layer Security TLS1.0
SSL HTTP TCP
|HTTP|
| SSL |
| TCP|
| IP|

SSL TCP

HTTP
HTTP

RFC2246,
SSL3.0



Web

Tomcat SSL

1.2 SSL  HTTPS
HTTPS SHTTP
HTTPS Netscape
HTTPS 443 HTTP
2 1 Tomcat
1 SSL
2 Tomcat SSL
Tomcat

e JavaSDK JDK 1.4.2
° Tomcat 5.1

2  Tomcat

1 Tomcat
/conf/server.xml

tomcat.keystore
server.xml

HTTPS

1-1

HTTP
SSL HTTP
80 TCP/IP

SSL

Https

Tomcat



Web Tomcat SSL 3

[C:\Program Files\Apache Software Foundation\Tomecat 5. 5\conlserver.xml]
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CAWINDOWS\system32\cmd.exe

(& \Program FilessJavasjrel. 5. @ hin>keytool
keytool usage:

—certreq

—export

—import

[-v]l [-protected]l

[-alias <alias>] [-sigalg <sigalgX>]

[-file <csy_file>] [-keypass <keypass>]

[-keystore {keystore>] [storepass <storepassr]

[-storetype <storetype>] [-providerName <namel]
[-providerClass <provider_classzs_nane’ [—providerfirg <argx1]

[-v] [-protected] —alias <alias>

[-keystore {keystore>] [storepass <storepassr]

[-storetype <storetype>] [-providerName <namel]
[-providerClass <provider_classzs_nane’ [—providerfirg <argx1]

[-v]l [»fc] [-protectedl

[-alias <alias>] [file <cert_file>]

[-keystore {keystore>] [-storepass <storepassr]

[-storetype <storetype>] [-providerName <namel]
[-providerClass <provider_clas=s_name> [—providerfArg <argr1]

[-v]1 [protected]

[-alias <alias>]

[-kevaly <keyalg>] [-keysize <{keysizel]

[-zigaly <{sigalg*] [-dname <dname’>*]

[-validity <valDays>] [-keypass <keypass2>]

[-keystore {keystore>] [storepass <storepassr]

[-storetype <storetype>] [-providerMame <nameX]
[-providerClass <provider_class_name>» [—providerfrg <{arg>1]

[-v]1 [protected]

[-file <idbh_file>]

[-keystore <keystore>*] [-storepass <{storepass’]

[—ztoretype {storetype>] [-providerMame <name>]
[-providerClass <provider_class_name> [-providerfirg {arg>1]

[-v]1 [-noprompt] [-trustcacerts] [-protected]

[-alias <alias>]

[-file <cert_file>*] [-keypass <keypass>]

[-keystore {keystore>] [storepass <storepassr]

[-storetype <storetype>] [-providerMame <nameX]
[-providerClass <provider_class_name> [—providerfirg {arg>1]

10-2

10-3
changeit
-alias

-keyagl RSA -keysize

1024 -validity

-keystore

365



Web Tomcat SSL 5

C:“Program FilessJavasJrel. 5. @ hin>keytool —genkey —alias tomcat —-keyalg RSA —ke
ysize- 1924 —validity 356 —keystore tomcat.keystore
Enter keystore passwofFd:= -changeit
Mhat is wour first and last name?
[Unknownl: LeGoff
Mhat iz the name of vour organizational unit?
[Unknownl: IBHM
What iz the name of vour organization?
[Unknownl: IBHM
What is the name of your City or Locality?
[Unknownl: Shanghai
What is the name of your State or Province?
[Unknownl: Shanghai
What is the two—letter country code for this wunit?
[Unknownl: CH
Is CH=LeGoff, OU=IBM, 0=IBM, L=Shanghai. ST=Shanghai, C=CH correct?
[nol: vyes

Enter key password for <tomcat>
(RETURN if same as keystore password?>: changeit

C:“Program FilessJavasjrel.5. B8 hin>

10-3
5 tomcat.keystore tomcat
server.xml D) Connect
keystoreFile=""tomcat.keystore" tomcat
changeit
password tomcat

8443
View Certificate
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Apache Tomcatis.5.4 .
-2

i you're seeing this page via a web browser, it means you've setup Tomcat su

As you may have guessed by now, this is the default Tomcat home page. It can be found on the kocal

SCATALINA HOME/webappa/ROOT/index.jep

Status
Tomecat Administration
Tomeat Manager
whre "SCATALINA_HOME™ is the root of the Tomecat instakation directary. If you're seaing this pag
_ either you're either a user who has amved al new installation of Tormcal, or you're an administrator w
Pronnding the kather 15 the case, pheass refer to the Tomeat Documentation for more detailed setup a
Helease Notes in the INSTALL fle

Change Log

Tomcat Documentation

MNOTE: This page is precompiled. If you change it, this page will not change since it was compiled ir
SCATALINA_HOME/webapps/ROOT/WER-INF/wab . xml a5 to how it was mapped )

HNOTE: For security reasons, using the administration webapp Is restricted to users with ro
reatrictad to users with role "manager”. Users are defined in SCATALINA HOME/conf/tomc
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