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Authentication
— Basic protocol constructions
— Kerberos
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Outline of Talk

» Definitions
« Passwords
— Unix Passwords
— One time passwords
» Challenge-response techniques
— Basic protocol constructions
— Also “one-time”
* Authentication Involving TTP

— Needham-Schroeder
— Kerberos
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Definitions

Authentication:

* A claimant tries to show a verifier that

the claimant is as declared
— |dentification
— Entity Authentication
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Basis of Authentication

« Something known - passwords,
PINs, keys...

* Something possessed - cards,
handhelds...

« Something inherent - biometrics
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Definitions

« Claimant (A): The party that claims a
certain identity [and provides evidence of
possessing the identity]

— e.g. through possessing a specific secret

» Verifier (B): The party that verifies the
identity of the claimant (accepts or rejects)

— e.g. through verifying the possession of the
secret by claimant
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Definitions
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] Unilateral authentication
] Mutual authentication
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Definitions

« Data-Origin Authentication
— message authentication

« Data Integrity
« Entity Authentication

ok & mprsm LiJT |



Definitions

« Data-Origin Authentication

« Data Integrity

— Early textbooks, viewed these two notions with
no essential difference

— However, two very different notions
» Auth. necessarily involves communications
* involves identifying the source of a message

» the most significantly, freshness of a message;
liveness of the message source.
— message is fresh or not should be determined by apps.
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Definitions

« Data Integrity

* Entity Authentication

— Often, a claimed identity in a protocol is a
message in its own right. So, confidence about
a claimed identity and about the liveness of
the claimant can be established by applying
data-origin authentication mechanisms.
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Authentication scheme

* Weak authentication
— Passwords, PIN, etc
— One-time passwords(semi-strong authentication)

» Strong (cryptographic) authentication
— Challenge — Response Mechanisms

» Zero-knowledge authentication

— Allow Claimant to demonstrate knowledge of a
secret without revealing any information
whatsoever of the secret.
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Outline of Talk

e Definitions
| » Passwords

— Unix Passwords
— One time passwords

» Challenge-response techniques
— Basic protocol constructions
— Also “one-time”

 Authentication Involving TTP
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%%) Challenge-response authentication

* numerous protocol-based techniques for
realizing authentication

* the basic protocol constructions, such as
C-R techniques, in particular those which
should be regarded as good ones, and
the simple technical ideas behind the good
constructions, are not so diverse.

 freshness or liveness are the most basic
goals
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%) Challenge-response authentication

 Alice is identified by a secret she possesses

 Bob needs to know that Alice does indeed
possess this secret

» Alice provides response to a time-variant
challenge (Nonce, Number used ONCE)

* Response depends on both secret and
challenge

 To defense sniffer attack
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Challenge-Response technique
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Challenge-response authentication

Using

* Symmetric encryption
* One way functions

* Public key encryption
* Digital signatures
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9F Attacks on Authentication Protocols

 An attack consists of an attacker or a coalition of
them (Malice) achieving an unentitled gain.

— a serious one such as Malice obtaining a secret message or key,

— or a less serious one such as Malice successfully deceiving a
principal to establish a wrong belief about a claimed property.

« Authentication protocols are insecure not
because the underlying cryptographic algorithm
they use are weak, but because of protocol
design flaws.

« usually assume that the under ying

cryptographic algorithms are "perfect" without
considering their possible weakness.

19
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Conventions

* An honest principal in a protocol does not
understand the semantical meanings of any
message before a protocol terminates successfully.
may make wrong interpretations on protocol
messages.

* An honest principal in a protocol cannot recognize a
random-looking number (a nonce, a sequence
number or a cryptographic key), unless the random-
looking number has been created by the principal in
the current run of the protocol

« Stateless, does not maintain any state information
after a protocol run terminates successfully

« Malice knows the "stupidities" (weaknesses) of
honest principals, and will always try to exploit them.

20
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using Symmetric Key Encryption

* Alice and Bob share a key K,

R
Challenge -« R
Alice Alice, E(K,, Challenge) — |Bob Server |
K ———>
A ) Okay < KA’ KC’ Kd’ ......
- —

: 21
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%) Unilateral: Using random numbers

* Bob — Alice: r,
 Alice — Bob: E(r,, B)
» Bob checks to see if r, is the one it sent
out
— Also checks "B” - prevents reflection attack
* r, must be non-repeating, random
— prevents replay attack

HEPE T
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Reflection attack

« A reflection attack is a method of attacking a
challenge-response authentication system that uses
the same protocol in both directions. That is, the same
challenge-response protocol is used by each side to
authenticate the other side.

« Challenge-response reflection attack
Where N is a challenge

+ B — I(A):N
I(A) — B: N
B — I(A): E{N}
(A) — B: E{N}
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A variation for mechanism

* Bob — Alice: E(r,, B)
* Alice — Bob: r,

e Bob

— accepts, if returned r, is correct
— rejects, otherwise

24
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Unilateral: Using timestamps

* Time-Based Implicit Challenge

* Alice — Bob: E(t,, B)

* Bob decrypts and verified that timestamp
is OK

« Parameter B prevents reflection of same
message in B — A direction
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mutual: using random numbers

* Bob — Alice: r,

+ Alice — Bob: E4(r., r,, B)
— Alice Challenge Bob

* Bob — Alice: E.(r,, 1)

* Alice checks that r,, r, are the ones used
earlier
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Shortcomings..

* multiple server, should share different keys
— Key Distribution ?
— Key management ?
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Shortcomings..

» Claimant and verifier required to share a

symmetric key

— A priori key distribution for small, closed systems

— In larger systems, centralized (on-line) key server
required

« Often combined with key agreement (e.qg.
—Needham-Schroeder, Kerberos)

* Assume:
— prior existence of a shared secret key

28
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2% Challenge-response authentication

Using

* Symmetric encryption
* One way functions

* Public key encryption
* Digital signatures
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based on keyed OWFs

» Instead of encryption, used keyed MAC hy

* Check: compute MAC, and check with
message

« SKID2 (unilateral), and SKID3(mutual)

30
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Mutual: using keyed MAC - SKID3

* Bob — Alice: r,
* Alice —» Bob: r,, hy(r,, ,, B)
* Bob — Alice: hy(r,, r,, A)

: 31
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2% Unilateral: using keyed MAC — SKID2

* Bob — Alice: r,
* Alice —» Bob: r,, hy(r,, ,, B)

« Same as SKID3 without last exchange
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2% Challenge-response authentication

Using

* Symmetric encryption
* One way functions

* Public key encryption
* Digital signatures
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?fTAuthentication based on public key decryption

Witness to chosen
random 7

* Bob — Alice: h(r), B, PU,(r, B
 Alice - Bob: r

-

Challenge to

Alice —

encrypted with
her public key y

&

~
Alice decrypts challenge to get
r. Checks with A(r). Sends r
back for Bob to check.

J
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2% Challenge-response authentication

Using

« Symmetric encryption
* One way functions

* Public key encryption
* Digital signatures

ERY 2T
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9% Unilateral Authentication using Signatures

Bob — Alice: rg
Alice — Bob: cert,, ry, B, PR,(ry, 5 B)

Bob checks:
* |dentifier "B” is its own

« Signature is valid (after getting public key of
Alice using certificate)

+ Signed r, prevents chosen-text attacks

36
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9%) Mutual Authentication using Signatures

Bob — Alice: ry
Alice — Bob: cert,, r,, B, PR,(r4,15,B)
Bob — Alice: certg, A, PRg(r,,r5,A)

HEPE LT
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Elnilateral Authentication using Signatures

Time-Based Implicit Challenge
Alice — Bob: cert,, t,, B, PR,(t,, B)

Bob checks:
* Timestamp OK
« |dentifier "B” is its own

« Signature is valid (after getting public key of
Alice using certificate)

38
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2EStandardization of the Challenge-response

 The ISO and the IEC (the International
Electrotechnical Commission) have
standardized the three challenge-response
mechanisms as the basic constructions for
unilateral entity authentication mechanisms.

« "ISO Two-Pass Unilateral Authentication Protocol":
B> A4:Ry| Textll

A = B :Token i,
— Token ;= Text3 | K z(Rp || B || Text2).

39
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Outline of Talk

e Definitions
 Passwords

— Unix Passwords
— One time passwords

» Challenge-response techniques
* Authentication Involving TTP

— Needham-Schroeder
— Kerberos
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Authentication Involving TTP

* Authenticated key establishment protocols usually use a
trusted third party (TTP), we usually name him Trent

« The usual role of Trent is key distribution center (KDC)

— Trent serves a large population of end users, he shares a long-
term key with each of these users, e.g., K, , Kgt

— Trent generates random session keys for end users, e.g., K,g

« Using Trent's service, secure communication between
any two end users can be achieved without having them
to meet physically; they can run an authentication
protocol to establish a shared session key

« After a session finishes, end users can forget each otheg1
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Needham-Schroeder Protocol

* Probably the most well-known authentication protocol

* Published in 1978, found flawed in 1981 by Denning
and Sacco

 Corrected version becomes the basis for Kerberos

 PREMISE: Alice and Trent share key K, Bob and
Trent share key Kg+-

« GOAL: Alice and Bob want to establish a new and
shared secret key K.

42
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Alice Trent Bob

3
- 4
5

. Alice creates N4 at random and sends to Trent: Alice,Bob,N a;
. Trent generates K at random and sends to Alice:{N4,K,Bob, {K,Alice} yartiar:

. Alice decrypts, checks her nonce Na, checks Bob's ID and sends to Bob: Trent,
{K,AHC‘E} KBT:

Bob decrypts, checks Alice's ID, creates random Ng and sends to Alice: {I'm
Bob!N E}H';

. Alice sends to Bob: {I'm AlicelN g - 1}g. 43



Alice Trent Bob

— ™ Malice |-

1 and 2. (same as in a normal run)

3. Alice sends to Malice("Bob™): ...

3'. Malice("Alice™) sends to Bob: {K' Alice} yar;

4. Bob decrypts, checks Alice's ID and sends to Malice("Alice™): {I'm BobN gty

5. Malice("Alice™) sends to Bob: {I'm Alice!N g — 1}



%) An Attack: Message Replay Attack

- RESULT OF ATTACK

— Bob thinks he is sharing a new session key with Alice
while actually the key is an old one and may be
known to Malice.

* Fix: Using Timestamp
2. Trent sends to Alice: {Bob, K, T, {Alice, K, T} YK o7

3. Alice sends to Bob: {Alice, K, T}k,
1,4.5 Same as in the Needham-Schroeder.

* A,B checking

| Clock — T | < Aty + Ats
45
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Kerberosi\iE il i 58

« Kerberos& — P& KB LG AL

Y

— 80FACH HA

— EMITH]Athena TREHI 7=

— hRA
o FI =AM A T A B
« BIURAR] 1T ZHINH
« BIART1989FFF UG Wit

— RFC 1510, 19934F 1 3¢
— FrvEKerberos

o DL IRt
—WIE. BUREEE. (REE

~

HEPE T

47
LiJT _




KERBEROS

o MRRKIFER: E— N MAARZFEF, HPHERK
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KERBEROS
» 2T PR IPNERS S (FIE B =),

SEPLIR S22 (Bob Server) 5
8] B X AR

— AS, Authentication Server
— KDC

N

H (Alice)

o BETXAINESLI, BB KA AT K
* [RA4EHIDESH %
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Kerberos V4

2 *iﬁ:

1. C=%F
. AS=AIEfRF 4 (EBCERTERHP LA O4EE)D
. V=558
. IDc =7EC_ LK PHRIRAT
. IDV =VHIIRRRF
. Pc=ZECLKH - O4
. ADc=CH] M £t
. Kv=ASHIVIEE K i %% 55 4

0 N OO 0 A~ WO
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Protocol steps

2. Tu,tg5 3. (Tu._tgs-‘ S) Ticket
Kerberos > ’ Granting
Server (K) /, < Server (tgs)
| 1. U: user 1d - 4. Teg
5. (T . request) (6.T")
Ticket Structure:
Ex) 1C, S, K 5 , timestamp, lifetime}
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Conventions

Requirements:

® cach user has a private password known only
to the user

® a user’s secret key can be computed by a one-
way function from the user’s password

® the AS knows the secret key of each user and
the TGS

® cach server has a secret key know by itself
and TGS
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Kerberos i iy i) SEBl——MS i 4

« Kerberosft&Windows NTIINT LMLl
W, EWIin2000 ) BRI A AL

-, A

Windows 200077411 2\ 22 4= Hig 55 1) — 36 57

« 5Windows 20001 H 3% IR %%

— Kerberos /2 ADH]— & 4

» SARAGHEEIERE S

« SIMIT KerberosfE T3
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Win2k KerberosfjTicket4#)

Principal Name
Ticket Flags
Encryption Key

Domain

Principal Name

Start Time

Host Addresses

Authorzation Data
Encrypted
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TicketAZ #t

Domaln
" equest TGT Controller

¢ {TGT}Kk {Kex}Ke

KDC

& MRS

Domain
Controller
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