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* Security services

« Confidentiality
* Integrity

* Authentication
* Non-repudiation
* Availabllity
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Outline

* Web & EC Security Considerations
— Definitions: web, EC
— threats

« Secure Socket Layer (SSL) and
Transport Layer Security (TLS)

» Secure Electronic Transaction (SET)
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Web Security

* Web now widely used by business,
government, individuals

 pbut Internet & Web are vulnerable
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 The WEB is very visible.

« Complex software hide many
security flaws.

* Web servers are easy to configure
and manage.

* Web server may be exploited as a
launching pad into the intranet.

 Users are not aware of the risks.
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Web Security

* S0, have a variety of threats

user web server
— Confidentiality http, etc. plaintext
— integrity
— denial of service
— Authentication

* need added security mechanisms
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AEEERETL: Web&EC

o ﬁé I'E:
— Confidentiality
— Integrity
— denial of service
— Authentication
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Outline

* Web & EC Security Considerations
— Definitions: web, EC
— threats

« Secure Socket Layer (SSL) and
Transport Layer Security (TLS)

* Secure Electronic Transaction (SET)
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Security facilities in TCP/IP

HTTP FTP SMTP S/MIME | PGP SET
E
HTTP FTP SMTP SSL or TLS Kerberos SMTP HTTP
TCP TCP UDP TCP

IP/TPSec IP

(a) Network Level (b) Transport Level (c) Application Level
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SSL and TLS

» originally developed by Netscape

* subsequently became Internet standard
known as TLS (Transport Layer Security)

* TLS working group was formed within IETF

« SSL has two layers of protocols

 First version of TLS V1.0 (1999) can be
viewed as an SSLv3.1
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An example

test

]
| http://www.icbc.com.cn/index.|sp
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http://www.icbc.com.cn/index.jsp

Handshake | Cipher Spec
Protocol

SSL Architecture

L Ch
SSL Change SSL Alert

Protocol

Protocol

SSL Record Protocol

TCP

IP

Figure 7.2 SSL Protocol Stack

HEPE T

20




SSL/TLSHE .

o T AWE
— JKE: sshoxhil
— FE: ssHEFUMNL. ssIZEMEARAL B . ssIZEE i
o sslhit il
— N AE A FERAR M (WTCP) 2
— BRAUERZEYE, AP
o PREEME, fHH 7 XTRRINE Hk
o SEELM:, [ AHMACHEL
— HkEEEEE R
e ssliEFPHX - B
— BV FIARSS 28 2 (A1 AE HANAE
— P N S A A
— BRMUEEZEYE, A2
o B INUE, /N7 SLHIAUE, WAL A A E
s PrEAE RN EEHEZ RN, PEAA G FIE o4
62k B o B RS AT EE Y




SSL TAERE
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Application Data

Fragment

Compress

Add MAC

Encrypt

Append SSL
Record Header
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SSL Record Format

struct {
ContentType type; — 8fiz, EEWHICRE
ProtocolVersion version; 1667, FIRhRAE
uint16 length; —— MEEHREAKE,

Rt 214+2048 %5
EncryptedData fragment; —— 25 CE(#E
} SSLCiphertext;

Content | Major | Minor | Compressed
Type | Version | Version Length

Plaintext
(optionally
compressed)

encrypted

MAC (0, 16, or 20 bytes)
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9 SSL Record Protocol Services

* message integrity
— using a MAC with shared secret key
— similar to HMAC but with different padding

« confidentiality

— using symmetric encryption with a shared
secret key defined by Handshake Protocol

— AES, IDEA, RC2-40, DES-40, DES, 3DES,
Fortezza, RC4-40, RC4-128

— message is compressed before encryption
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SSL Record Protocol Payload

1 byte 1 byte 3 hytes == 0 hytes
1 Type Length Content
ia) Change Cipher Spec Protocol (c) Handshake Protocol
|
’. 1 byte 1 byte == 1 byte
. Level | Alert OpaqueContent
() Alert Protocol i) Other Upper-Layer Protocol (e.g., HTTP)
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Handshake Protocol

* The most complex part of SSL.

* Allows the server and client to
authenticate each other.

* Negotiate encryption, MAC algorithm and
cryptographic keys.

» Used before any application data are
transmitted.

HEPE T

27




SSLiEF I HIAE

» ZHHelloyH &, X TH I
i B e
Phase 2 "/EHME//

Server may send certificate, key exchange, changé

(31

CIient_hellO:‘{% l%" @;: ;?ﬁéﬁgﬁ:;::;g?:;;SEWErsignals end gerver _KeY— o
| *W/
Lello_done
ﬁﬁzl: %m%&(:;ﬂjﬁ‘_ cerver_hel
FEHLF5) SIEID.
%@ﬁ%yj%((:lphe Elr:::: :endf. certificate .ifrequested. Client
SRR GETTETIR cnvaernaion

Server

4

W.

. r S [
Phase 4 change ¢t her

Change cipher suite and finish

handshake protocol. ‘/ﬁ-.ﬁs.'-wd//

69k % oz



STLS (Transport Layer Security)

* The same record format as the SSL
record.

 |[ETF standard RFC 2246, similar to SSLv3

* with minor differences
— in record format version number
— uses HMAC for MAC
— has additional alert codes
— some changes in supported ciphers
— changes in certificate types & negotiations
— changes in crypto computations & padding
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Outline

* Web & EC Security Considerations
— Definitions: web, EC
— threats

* Secure Socket Layer (SSL) and
Transport Layer Security (TLS)

» Secure Electronic Transaction (SET)
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8 Secure Electronic Transactions

* An open encryption and security specification.
* Protect credit card transaction on the Internet.
» developed in 1996 by Mastercard, Visa etc

« Companies involved:

— MasterCard, Visa, IBM, Microsoft, Netscape, RSA,
and Verisign

* Not a payment system.
« Set of security protocols and formats.
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SET Services

* Provides a secure communication channel
In a transaction.

* Provides tust by the use of X.509v3 digital
certificates.

* Ensures privacy.
— by restricted info to those who need it
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SET Overview

« Key Features of SET:

— Confidentiality of information

— Integrity of data

— Cardholder account authentication
— Merchant authentication
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SET Participants

Merchant

/mefn;\

Cardholder

Certificate
Authority

]
EII:II:II:I gl =_l_

Issuer

Payment
Network

Acquirer

PR T

Payment
Gateway
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Sequence of events for

1.

2.

3.

4. T

5. T

6. T

/. The merc
8. The merc
9. The merc
10. The merc

The customer opens an account.

The customer receives a certificate.
Merchants have their own certificates.
ne customer places an order.

ne merchant is verified.

ne order and payment are sent.

nant request payment authorization.
nant confirm the order.
nant provides the goods or service.

nant requests payments.
= 35
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Pl

AN PIMD
] I —
| o M @é;
o__
| i Dual
POMD Signature
H —77272— E —KRX&K
0}
AN OIMD
' o
o— —m» H
o
o_
Pl = Payment Information PIMD = PI message digest
OI = Order Information OIMD = OI message digest
H = Hash function (SHA-1) POMD = Payment Order message digest
Il = Concatenation E = Encryption (RSA)
KR, = Customer's private signature key

36

Y VN



Payment processing

Request Message

ST
SRR

E Passed on by
T merchant to
KRR KX
Dual Signature KS :::::::::::::. payment gateway
+ ; Digital Envelope
OIMD R
A +
E _PIMD
YA, Received
+ by merchant
(0] 1

A S
=

PI = Payment Information
Ol = Order Information
PIMD = PI message digest
OIMD= OI message digest

E = Encryption (RSA for asymmetric;
DES for symmetric)
Card.h?lder Ky = Temporary symmetric key
Certificate KUy = Bank's public key-exchange key

Cardholder sends Purchase Request

HEPE LT
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Payment processing

Request Message
TS
::::::::::0’0‘
orateatet Ol = Order Information
E:E:E:E:E:E:E:} OIMD = Ol message digest
NS Passed on by POMD = Payment Order message digest
oTeseteteleted -
RS merchant to D = Decryption (RSA)
ket payment gateway H = Hash function (SHA-1)
KU; = Customer's public signature key
+
PIMD POMD
+
o1
o
o » H w7 Compare
o OIMD
+
Dual Signature
» D
+ POMD
Cardholder
Certificate /@
KU

Merchant Verifies Customer Purchase Request
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Payment processing

 Payment Authorization:
— Authorization Request
— Authorization Response

« Payment Capture:
— Capture Request
— Capture Response
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